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Use Case: IoT Devices

IoT devices harvest the data through sensors and transmit it over a 
wireless network towards a cloud storage for analysis and decision 
making. 



Problems in the Collected Data

The collected data can be faulty due to:

• Environmental influence, 

• Background noise, 

• Faculty sensors, 

• Dying battery, 

• Device may generate biased or fake data due to security attacks (e.g., 
data modification, false information injection or fast sampling rate to 
drain the battery of the device). 



Proposed Solution:

• Blockchain & Smart Contracts

i. Highly Trusted

ii. No need for the trusted 3rd party

iii. Protected

iv. Tampered proof

v. Data transparency

vi. Visibility

vii. Auditability



Distributed Ledger Technology (DLT)

A distributed ledger is a type of data structure which resides across multiple 
computer devices, generally spread across locations or regions.

Key Components

P2P network

Distributed computation

Cryptography

Consensus algorithm

Smart Contracts



Transactions

 The record of an event, cryptographically secured with a digital signature, that is 
verified, ordered, and bundled together into blocks, form the transactions in the 
blockchain. 

 In the Bitcoin blockchain, transactions involve the transfer of bitcoins, while in other 
blockchains, transactions may involve the transfer of any asset or a record of some 
service being rendered. 

 Furthermore, a smart contract within the blockchain may allow automatic execution 
of transactions upon meeting predefined criteria.



What are Smart Contracts?

i. Autonomous agents which execute automatically and  independently on the top of 

the blockchain 

ii. Visible to everyone & Fully trusted and scrutinised

iii. Can write or query the blockchain

iv. Invoked using transactions (ID + Data)

v. Logic in the smart contract is totally immutable

vi. All transactions to and from the smart contracts are fully traceable

Components:

i. Unique address on the blockchain

ii. Private storage or State

iii. Associated code (where we can define our logic)

Caution

i. Once deployed, smart contracts cannot be reversed

Address

Local storage
or

State

Logic



Proposed Framework
Using Blockchain & 
Smart Contracts



Contributions
1. We proposed a trustworthy device registration and identity provenance 

smart contracts via blockchain to ensure the device integrity and 
provenance in cloud-centric IoT network. 

2. We stationed a comprehensive data provenance smart contract in the 
blockchain to guarantee the secure provenance towards the data stored in 
the cloud. 

3. We deploy a self-learning traffic profile provenance contract in the 
network. The contract is used to certify the provenance to the device traffic 
profile while tracing the discrepancies in its traffic behavior. 

4. Finally, we outline the security analysis & implementation details of the 
proposed framework using private blockchain i.e., Hyperledger Fabric



Types of Contracts used in the Proposed Architecture

i. Device Registration Contract
 This global contract maps device identification strings to their blockchain address identity (equivalent to a 

public key).

 Policies coded into the contract can regulate registering new identities or changing the mapping of existing 

ones.

ii. Device Provenance Contract
 Using device signature & device metadata

iii. Data Provenance Contract
 Using Data hash, timestamp & device Signatures

iv. Traffic Profile Provenance Contract
 Using traffic profile











Significance

i. Trusted data collection

ii. Protected

iii. Tampered proof

iv. Data transparency and auditability

Implementation
 Hyperledger Fabric



Hyperledger Fabric



Transaction Flow



Channels, World State Database, & MSP 



World State & MSP
Section III: IoT & Blockchain Smart Contracts slide (5/5)





Future Research Directions



Key Issues in Blockchain & Smart Contracts

1. Privacy 

2. Scalability

3. Smart Contracts are not Intelligent

Parno, B., Howell, J., Gentry, C., & Raykova, M. (2013). Pinocchio: Nearly practical verifiable computation. Proceedings - IEEE 
Symposium on Security and Privacy, 238–252. https://doi.org/10.1109/SP.2013.47

Ames, S., Hazay, C., Ishai, Y., & Venkitasubramaniam, M. (2017). Ligero : Lightweight Sublinear Arguments Without a Trusted Setup. 
Proceedings of the 2017 ACM SIGSAC Conference on Computer and Communications Security - CCS ’17, 2087–2104. 
https://doi.org/10.1145/3133956.3134104

https://doi.org/10.1109/SP.2013.47


1. Zero knowledge Proofs

Types:
1. Interactive zero knowledge proofs
2. Non interactive zero knowledge proofs

Def. Zero-knowledge proofs are encryption schemes used to prove that you know something 
without revealing what it is. 

For example, you can show without a doubt that you know the answer to a puzzle without 
actually disclosing the solution.

Oded Goldreich and Yair Oren. Definitions and Properties of Zero-Knowledge Proof Systems. Journal of Cryptology. Vol 7(1). 1–32. 
1994 (PS)

http://www.wisdom.weizmann.ac.il/~oded/PS/oren.ps


1. Interactive Zero Knowledge Proofs

Def. Interactive zero-knowledge proofs require interaction between the individual (or 
computer system) proving their knowledge and the individual validating the proof.

Actors in the system:
1. Proof - who claim some knowledge
2. Verifier - who verify the claim of the prover

Key requirement: Interaction between the Prover & Verifier - in the form of the challenges 
such that the responses from the prover will convince the verifier if and only if the statement is 
true.

Goldwasser, S.; Micali, S.; Rackoff, C. (1989), "The knowledge complexity of interactive proof systems" (PDF), SIAM 
Journal on Computing, Philadelphia: Society for Industrial and Applied Mathematics, 18 (1): 186–208, 
doi:10.1137/0218012, ISSN 1095-7111

http://people.csail.mit.edu/silvio/Selected Scientific Papers/Proof Systems/The_Knowledge_Complexity_Of_Interactive_Proof_Systems.pdf
https://en.wikipedia.org/wiki/Society_for_Industrial_and_Applied_Mathematics
https://en.wikipedia.org/wiki/Digital_object_identifier
https://doi.org/10.1137/0218012
https://en.wikipedia.org/wiki/International_Standard_Serial_Number
https://www.worldcat.org/issn/1095-7111


1. How Interactive Zero Knowledge Proofs work?

Example: Ali Baba Cave
Peggy (the prover of the statement) and Victor (the verifier of the statement).
Peggy has uncovered the secret word used to open a magic door in a cave.
Victor wants to know whether Peggy knows the secret word.
Peggy does not want to reveal her knowledge (the secret word) to Victor

Quisquater, Jean-Jacques; Guillou, Louis C.; Berson, Thomas A. (1990). "How to Explain Zero-Knowledge Protocols to 
Your Children" (PDF). Advances in Cryptology – CRYPTO '89: Proceedings. 435: 628–631.

http://www.cs.wisc.edu/~mkowalcz/628.pdf


1. Issue with Interactive Zero Knowledge Proofs?

Advantage: An interactive zero-knowledge proof has the advantage that only the verifier can 
be absolutely convinced that the prover has the knowledge. 

Disadvantage: If bystanders and observers can’t verify the claim, the prover then has to 
interact with every verifier independently—which takes time and is resource intensive.



2. Non-interactive zero-knowledge proofs

The reason for non-interactive zero-knowledge proofs is to allow a large number of observers 
to verify the proof efficiently.

In Blockchains: every block need to be computed and verified by every node in the network 
which raise the issue of scalability 

Example: Sudoku Puzzle

Blum, Manuel; Feldman, Paul; Micali, Silvio (1988). 
"Non-Interactive Zero-Knowledge and Its 
Applications". Proceedings of the twentieth annual 
ACM symposium on Theory of computing (STOC 
1988): 103–112. doi:10.1145/62212.62222.

http://www.dtic.mil/cgi-bin/GetTRDoc?AD=ADA222698
https://en.wikipedia.org/wiki/Digital_object_identifier
https://doi.org/10.1145/62212.62222


Practical Applications of Zero Knowledge Proofs
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